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February 16, 2016 
Via US ECFS 

Marlene 11 . Dortch, Secretary 
Federal Communications Commission 
445 12111 Street S.W. 
Washington, D.C. 20554 

RE: Benchmark Communications, LLC 
Form 499 Fi lcr ID: 825130 

ry.5 e. 2028 Long.-.~ Fl 32750 

Annual Customer Proprietary Network lnfomrntion Compliance Certi fication; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprietary Network lnformacion (''CPNT") 
Compliance Certification; EB Docket No. 06-36, filed on behalf of Benchmark Communications. 
LLC. 

Please do not hesitate to contact me at 407-260- 1011 or marl-.fc1 csilong\\ooc..1.com if you have any 
questions or concerns. 

Thank you for your assistance in processing Lhis filing. 

cc: Benchmark Communications, LLC 
fi le: Benchmark Communications, LLC- PUC - FCC 



ST AT J<:l\U:NT OF POLICY tN TIU: \TM ENT O F 
('lJSTO\ilEll PllO PRI ETARY NETWORK INFORM ATION 

I. It is lknd1marl.. Comnrnnicallons, I.I (' (hcn.~aner referred LO a.c.; "' lknchmarl.. .. ) policy not 
to use CPNI lhr any activit} oth~r than pcnnilled h} law. J\ny disclClsurc of C'PNI to 
nthcr pilrties (such as affiliates, vendors. and agents) occurs only if it is necessary to 
con<luc.:t a kgitimatc hu-;iness activity related to the -;en ices already pm.., iucd hy the 
com pan~ to the customer. Ir the Company is not required by law lo disclose the CP!\JI or 
i r the mtcnJcJ use docs not fall \\ ithin one of the carve outs. the Company will lir"l 
obtain the cusl<Hncr's wnscnl prior to using CPNI. 

2. lknchm.1rk l(\llov.1
'\ industry-standard practices to prevent unauthorized access Lo CP\11 

hy a person other that the subscriber or Benchmark. l lowevcr. Benchmark cannot 
guarantee that these practices will prevent every unauthorized allempt to access. use, or 
disclose personally itlentifiablt' infonnation. Therefore: 

/\. Ir i..111 unauthori1cd disclosure were lo occur. fknchmark shall provi<lc notilicalion 
uf' the hrcach "ithin seven (7) <lays lo the United Stales Secret Service ( .. l SSS") 
and the h:ucrnl Bureau of lnwstigntion (''Ffff'). 

B lkrn:hmark shall wait an ac.khtional scn:n (7) <lays from its government notice 
p11nr In noti t'ying the affected customers of the breach 

l Notwithstanding the provisions in suhparagraph R above. fknchmark shall not 
wail the additional seven (7) days to nmify its customers if' Benchmark dctcm1incs 
there 1s an immediate nsk 0r irreparable hann to the customers. 

D. lknchmark shall maintain rccor<ls or <liscowred breaches for a period of at least 
two (2) \Cars. 

3. All employees \viii he trained as to \\hen they arc. and arc not. authorized to use CPNI 
upon cmployml·nt with the Compan~ and annuall} thcrcaf1cr. 

\ Specifically. Benchmark shall prohibit its personnel from rdcnsing CPNI based 
upon 1.1 customer-initiated telephone call except under the following three (1) 
circumstances: 

I. 

.., 

When the customer has prc-estahlishcd a password. 

\\'hen the information requested hy the customer 1s to he sent ll1 1he 
cuslomcr·s address or record. or 

\Vhen Benchmark cnlls the customer's telephone number or record and 
dio;cusscs lhc infonnm1on wi1h lhc party initially idcnulicd hy cus1omcr 
when service was initiated. 



B. lkm:hmark may use CP\JI for the following purposes: 

• To initiate, render. maintain. repair. bill and cnllecl f(lr servicl's: 
• To protect its propeny rights; nr lo protect its suhscrihcrs or other carriers 

from fraudulent. ahusi\ c . <'r the unlawful use nf. or suhscription to. such 
services: 

• ro pnn i<le inbound tclcmarkcling. referral or administrative services to 
the customer during 3 customer initiated call and with the customcr·s 
i 11 formed eonscnl. 

• To market additional services 10 customers thut arc within the same 
categories or service lo which the customer already suhscribes: 

• To market sCr\'ices formerly known as atlju111:Hn-hasic scrYices~ and 
• ro nrnrkcl a<ltlitional :-1:rvices lo customers with till' n.:ccipl of informed 

consent via the use of opt-in or opt-nut. us npplicahlc. 

4. Prior l\' allowing acn:ss to Customers' indi\'idually idcntiliahle CPNI IO Benchmarks" 
joint \'cntun:r s or mtlcpendent contractors. lknchmark wi 11 require. in order to sa!Cguar<l 
that inl(11mation. their entry into both co111identinli1y agreements that ensure compliance 
with this StalL'rnent and shall ohtain llpt-in consent rmm a customer prior lo disclosing 
Lhc inf1umution. In addition. Ocni:hmark requires all outside Dealers unJ Agents to 
acknnwkdgc anJ ccrti(v lhaL 1hc~ m,1y only use CPNI for the purpose for which lhal 
informalmn has hecn pro\'idcd. 

5. lknchnwrk n:q11ires express \Hilten authori1.<1tion from the i:ustonll'I' prior to dispensing 
C PN I h' Ill'\\' l.'arricr:-;. cx1.:cpt a.' othcrwisL· rc4uired by law. 

6. lknchmark dl1~·s 1101 market share nr otherwise sell CPNI information to any third party. 

7. lkm:hrnark maintuins a record or its <l\\11 and its af'liliates· sales and marketing 
campaigns lha1 use Benchmarks' customers' ( 'PNI. The record will include a description 
of ca1..·h campaign, the specific CPNI lhtll was used in the cnmpnign. and \\hut products 
and scrvicl.'s \\L'n.' ofli.:red as purl of the eumpaign. 

t\. 1'11or commencement of a sales or marketing campaign that utilizes CPNI. 
Benchmark esrnhlishcs the status of a customer's CPNI approval The following sets 
forth the procedure followed hy Benchmark. 

• Prior lo any snlidtation for customer approval. lkm:hmark. will nntit~· 
1.'llstomcrs of their right 10 restrict the use or. disclosure of. und access lO 

their C'PN I. 
• Benchmark will use opt-in <1pprnval fi.1r any instance in which Benchmark 

must obtain customer approval prior lo using. disclosing. or pcrmilling 
access lo CPNI. 

• 1\ cusLomer's approv,al or disapproval remains in cfli.:ct until the customer 
revokes or limits such ::sppro\'al or disnppm\'al. 



• Rccon.ls of approvals arc maintained for at least one year. 
• lknchmark provides individual notice to customers when soliciting 

;.1ppr0\al to use. disclose. or pcnnit access to CPNI. 
• I he content of lknchmark's CPNI notices comply with FCC rule 64.2008 

(C ). 

8. Benchmark has implemented a system to obtain approval and informed consent from its 
customers prior to the use of CPN I for marketing purposes. This systems allows for the 
status l1fa customer's CPNI approval to be clearly established prior lo the use ofCPNI. 

9. Benchmark has a supervisory n:vk\v process regarding compliance \.\ith the CPNI rules 
for nuthmm<l marketing situations and will maintain compliance records for at least one 
year. Specifically, Benchmarks' sales personnel ''ill obtain express approval (11' any 
proposed nlllh<>und marketing n.:qucst for customer approval ur the use of CPNI by The 
< iencral Counsel of lknchmurk. 

I 0. Bcnchmark rHltt fies customers immediately of any account changes. incluJing address or 
rccorJ .• 1uthcn11cution. onlinc account and password related changes. 

11 . Benchmark may negotiate altcrnat1vc authcnticallon procedures for services that 
lknchrnark provides to business customers that hme a dedicated account representative 
and a rnntract that spcci lically addresses Benchmarks· protection of CPN I. 

12. Benchmark is prepared Lo prO\ idc \Hillen notice within five business days tu the FCC of 
nn) instance \\here the opt-in mechanisms do not work properly to such u dcgrcl' that 
consurncr·s in.1hility to opt-in is more than an anomaly. 



ANNUAL -'7 C.F.R. S: 6-'.2009 (e) CPNI C.:El~TIFICATION FOR 2016 
Ell Docket 06-36 

D.11c Filed: Fchrua1y 28. 2016 
Name of Compauy: lkm:hmark Communicatiuns. I.LC 
Form 499 Filer ID: 8~51 JO 
Namc: ol "\1gna1ory : ;\lark (iuidry 
Title of Signat,1ry: Pr4.'siJc.:nt 

I. \tar!... Ciuidr~. cc.:r1iry that I am an of'licer ol'thc company named ahuve, and .u;ting us an agent 
ol thl' com pan}. that I have pcrsounl knowledge thut the company has established opcraling 
procedures th~1t an: ac.lc.:4uatc ll' ensure compliance wilh the Commission's ( PNI rules. Sec 47 
C I .R. &64.200 I t'f .\t '</. 

Anachcd 10 this Cl.'rtilkatinn is an accompan~ ing statement e.'\plaining how the company's 
pn1ccdun:s cns1m· lhal Lhl.· comp<my is in compliance with the requirements set lixth in section 
64.2001 r:f •• \Ct/ . orthc.: Commbsinn's rules . 

·1 he ccimpan} has IHll takt..·n an) actions (prm:L·cdings instituted or petitions lib.I hy a company at 
either slate commissions. the court system. or al the Comm1ss1on against dat.1 brokers) against 
<lata broker:-> in the past ycm. The steps the company has taken to protect CP\11 include upda1111g 
its CPNI practil:l.'S and prm::cdurcs and conducting new training dcsignl!J to ensure compliance 
with the FCC's modified CP"\il rules. 

I he company has 1wt received any customer complaints in the past ~car concerning the 
unauthorized rckasl.' or<· f>N I. 

Sig11l.'~~ 


